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connections for specific, predictable data transfer perfor- 
mance is presented. The communication system includes 
a requesting computer system (24), a responding computer 
system (26) and communications paths (50) for establishing 
connections between the requesting computer system and the 
responding computer system. The requesting computer sys- 
tem can establish a temporary initial control connection with 
the responding computer system through a first communica- 
tion path (56). A temporary negotiating connection is estab- 
lished with the responding computer system. Data transfer 
characteristics are negotiated with the responding computer 
using the temporary negotiating connection. A temporary 
data connection is established through a set including at least 
one communication path based on the negotiated data transfer 
characteristics, the set not including the first communication 
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SYSTEM AND METHOD FOR 
TEMPORARY DATA TRANSFER CONNECTIONS 



Technical Field 

The present invention relates to establishing 
and controlling connections for data transfer. 



10 



Back ground Art 

An increasing amount of information is being 
made available for access using computers. In addition 
to the amount of data available, the format of informa- 
tion is moving from purely text-based to multimedia- 
based, requiring still more data to express the informa- 
tion. Much of this information can be accessed through 
che internet. other xiij-ormacxoxi it> av«xxai>it ^i^ouyu 
15 private networks or by direct connection to a data 
supplier. 

One difficulty with networks such as the 
internet is the unpredictability of data transfer rates. 
Data throughput is often limited to a greater extent by 
the network than by the requester and the supplier. 
Since paths through the internet are connectionless, the 
data transfer performance is not known with any certain- 
ty, may fluctuate wildly, and cannot be guaranteed to 
meet any specified performance level. 



20 



25 



Another difficulty is the serial nature of 
handling multiple tasks. A user must wait for the 
completion of data transfer for a current task before 
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initiating another task. For example, consider a user 
attempting to download information from multiple inter- 
net sites. The second connection, request for data, and 
data transfer cannot be initiated or completed until the 
5 data from the first request has been received. Like- 
wise, third and subsequent accesses must be sequential. 

A further difficulty is the generally low rate 
of data transfer, forcing a user of a requesting comput- 
er system to wait several seconds to several minutes for 

10 an amount of data sufficient to permit the user to begin 
interpreting the data. Typically, a modem is used to 
transfer data over a telecommunication network. A modem 
for a conventional analog telephone line limits data 
rates to at most 56 Kb/s under current technology. 

15 Alternate technologies, such as ISDN, ADSL, and cable 
modems provide increased data rates but are expensive 
and are not available in many locations. 

rpp ^ cre? po c*?tp r^t-ee i n l ocations with more 
than one analog phone line, the data may be disassembled 
20 into multiple streams and sent concurrently over several 
modems . In this case, similar resources are used. 
However, there may also be a mixture of resources such 
as analog phone lines, ISDN, ADSL, cable modems, and the 
like available during pauses in their primary applica- 
25 tion work stream. As in the multiple analog telephone 
line case, these temporarily available dissimilar 
resources have the potential of being shared to increase 
communications performance. In all cases, the receiver 
must have the same, number of modems available and must 
30 be able to reassemble the data into its original se- 
quence. These techniques are known as inverse multi- 
plexing and modem striping. One problem with such 
techniques is that both the requester and the responder 
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must have compatible equipment. Another problem is that 
dynamic allocation of communication resources based on 
factors such as changing resource supply and demand is 
not supported. Yet another problem that automatic 
5 establishment of control and data paths is not support- 
ed. 

What is needed is the ability to demand 
temporary use of data communication resources to ensure 
specific, predictable data transfer performance. 



io Summary Of The Invention 

It is an object of the present invention to 
provide a user temporary use of resources on demand. 

Another object of the present invention is to 
provide the user specific levels of data transfer 



Still another object of the present invention 
is to provide to the user predictable data transfer 
bandwidth on demand. 

Yet another object of the present invention is 
20 to provide the ability to use multiple connections to 
provide specific, predictable data transfer performance, 
the connections capable of operating in parallel. 

A further object of the present invention is 
to allow a control connection to be maintained through- 
25 out the data transfer or to allow the control connection 
to be dropped once data transfer is negotiated. 
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A still further object of the present inven- 
tion is to provide a control connection capable of 
establishing the performance level of the data link. 

Yet a further object of the present invention 
5 is to provide dynamic configuration and management of 
communication resources. 

An additional object of the present invention 
is to allocate communication resources dynamically. 

Yet an additional object of the present 
10 invention is to accomplish communication operations 
automatically, without user intervention. 

In carrying out the above objects and other 
objects and features of the present invention, a commu- 
nication system is presented . The communication system 

15 includes a requesting computer system, a responding 

an^ ro^rmiTiication paths for establish- 
ing connections between the requesting computer system 
and the responding computer system. The requesting 
computer system can establish a temporary initial 

20 control connection with the responding computer system 
through a first communication path. A temporary negoti- 
ating connection is established with the responding 
computer system. Data transfer characteristics are 
negotiated with the responding computer using the tempo- 

25 rary negotiating connection. A temporary data connec- 
tion is established through a set including at least one 
communication path based on the negotiated data transfer 
characteristics, the set not including the first commu- 
nication path. 
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In one embodiment of the present invention, 
the communication system includes a second responding 
computer system. The requesting computer system can 
break the initial control connection with the first 
5 responding computer system once the negotiating control 
connection is established and can establish a temporary 
initial control connection with the second responding 
computer system, thereby permitting access to the second 
responding computer system in parallel with completion 
10 of negotiating data transfer characteristics and estab- 
lishing the temporary data connection. 

In another embodiment of the present inven- 
tion, the responding computer system does not hold the 
data requested by the requesting computer system. The 

15 communication system includes at least one library 
system, the data requested by the requesting computer 
system being held within one of the library systems. In 
a refinement, each library system determines if the 
r^cm&Ftec* data if? held within and, if so, sends the data 

20 using the established connection. If the requested data 
is not held within, each library system establishes a 
connection to a selected library system and inquires if 
the requested data is held within. 

A method is also provided for communication 
25 between a requesting computer system and a responding 
computer system. The method includes establishing an 
initial control connection between the requesting 
computer system and the responding computer system 
through a first communication path, establishing a 
30 negotiating control connection between the requesting 
computer system and the responding computer system 
through a second set of including at least one communi- 
cation path, negotiating data transfer characteristics 
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between the requesting computer system and the respond- 
ing computer system through the negotiating control 
connection, establishing a temporary data connection 
between the requesting computer Gystem and the respond- 
5 ing computer system using a third set of at least one 
communication path, the selection of the at least one 
communication path based on the negotiated data transfer 
characteristics, and transferring data between the 
responding computer system and the requesting computer 
10 system using the established temporary data connection. 

Various negotiating control embodiments are 
described. The negotiating control connection can be 
broken after establishing the data connection. The 
negotiating control connection can be reestablished 
15 after data has been transferred. 

In another embodiment, security measures to be 
used in establishing a temporary data connection and in 
transferring data are determined during negotiating data 
transfer characteristics . 

20 In yet another embodiment, paths are dynami- 

cally allocated during data transfer based upon at least 
one parameter from a set of parameters comprising number 
of paths, types of paths, cost of using paths, usage of 
paths, demand for paths, and user preferences. 

25 A communication system is also described which 

includes a requesting computer system requesting data to 
be transferred at a specified level of data transfer 
performance, a responding computer system, at least one 
broker system, and a plurality of communication paths 

30 between the requesting computer system and the respond- 
ing computer system, between the responding computer 
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system and each of the at least one broker system, and 
between one of the at least one broker system and any 
other of the at least one broker system. The requesting 
computer system automatically establishes a first 
5 control connection with the requestor system through a 
first path and transmits the specified level of data 
transfer performance through the first control connec- 
tion. The responding computer system determines if it 
is capable of transferring the requested data at the 

10 specified level of data transfer performance and, if so 
to transfer the requested data to the requesting comput- 
er. Otherwise a second control connection is estab- 
lished with a selected broker system and the requested 
data is transferred to one of the broker systems. Each 

15 broker system can determine if it is capable of trans- 
ferring the requested data at the specified level of 
data transfer performance and, if so, transfer the 
requested data to the requesting computer system. 
Otherwise the broker system establishes a broker-to- 

20 broker control connection with a selected broker system 
and transfers the requested data to the selected broker 
system. The responding computer system and any broker 
system capable of transferring data to the requesting 
computer system can establish a temporary initial 

25 control connection with the requesting computer system, 
establish a temporary negotiating connection with the 
requesting computer system, negotiate data transfer 
characteristics with the requesting computer system, and 
establish a temporary data connection with the request - 

30 ing computer system. 

The above objects and other objects, features, 
and advantages of the present invention are readily 
apparent from the following detailed description of the 
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hest mode for carrying out the invention when taken in 
connection with the accompanying drawings. 



JBrief Description Of The Drawings 

FIG. 1 is a schematic diagram of an illus- 
5 trative communication system according to the present 
invention; 

FIG. 2 is a block diagram illustrating opera- 
tions for service and data brokering according to an 
embodiment of the present invention; 

10 FIG. 3 is a flow diagram illustrating an 

embodiment of the present invent ion ; 

FIG . 4 is a flow diagram of an alternative 
embodiment of the present invention showing a second 



15 FIG. 5 is a flow diagram of an alternative 

embodiment of the present invention showing a third 
control connection type. 



Best Modes For Carry in g Out The Invention 

Referring now to Figure 1, a schematic diagram 
20 of an illustrative communication system according to the 
present invention is shown. Communication system 20 is 
capable of providing multiple connections between a 
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plurality of computer systems, two of which are indicat- 
ed as requesting computer system 24 and responding 
computer system 26. 

Communication system 20 includes a large 
5 number of communication paths, shown generally as 28, 
for forming connections between any two computer sys- 
tems, such as 24 and 26, that are part of communication 
system 20. Communications paths 28 may be through a 
variety of media and sources, including the internet 30, 

10 direct dial-up 32 between computers using a telecommuni- 
cations network such as the public switched telephone 
network (PSTN), dedicated link 34, satellite link 36, or 
the like. Connections to the internet 30 are generally 
through an internet service provider (ISP) , one of which 

15 is shown by 38, and include dial-up 40, dedicated 
connection 42, Tl line 44, and the like. 

Computer systems 24,26 in communication system 
20 may include one or more host systems 45. Each host 
system 45 may have at lease one application, one or 

20 which is indicated by 46, which can generate requests 
for data, respond to requests for data/ broker data, 
broker communication services, serve as a search engine, 
serve as ISP 38,. or any combination of the above. A 
computer system, such as 24, operative to use the 

25 present invention also has interface 48. Interface 48 
includes hardware components, one of which is shown by 
50, allowing computer 24 to connect with paths 28 in 
communication system 20. Interface 48 also includes 
control logic 52 for performing the present invention. 

3 0 Control logic 52 may be implemented in hardware, soft- 
ware, or a combination of hardware and software. In 
computer system 24, host 45 and interface 48 may be 
implemented as a single computer, each in a separate 
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computer, or distributed throughout computers in a 
network . 



Requesting computer system 24 generates at 
least one data request. Each request may be to receive 
5 data, to send data, or a combination of both. Each 
request may involve more than one responding computer 
system 26. The location of each responding computer 
system 26 may be known to requesting computer system 24 
or may be discovered such as, for example, by use of 
10 internet search engine 54. 



Once the location of responding computer 
system 26 is known, an initial control connection, shown 
generally as 56, is established between requesting 
computer system 24 and responding computer system 26 
15 through one or more paths 28 in computer system 20. 



In a preferred embodiment, requesting computer 
oT^tPTY! ?a hpv determine if resnondina computer system 26 
can negotiate using the present invention. If respond- 
ing computer cannot negotiate using the present inven- 

20 tion, several alternatives are available. One alterna- 
tive is to communicate using a method other than the 
present invention. Another alternative is to use a 
broker system as described below. In a preferred 
embodiment, initial control connection 56, is through the 

25 internet 30. In alternative embodiments, any other path 
2 8 through communication system 20 may be used. 



In one embodiment, requesting computer system 
24 can negotiate with responding computer system 26 over 
initial control connection 56. In an alternative 
30 embodiment, a separate control connection 56 is estab- 
lished for negotiation. Negotiations can be used to 
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determine the type of subsequent connections, such as 
connection for the next level of control and negotia- 
tion, the type and number of data paths, data transfer 
performance levels, and security measures. 

5 Requesting computer system 24 negotiates a 

level of performance for data transfer with responding 
computer system 26. This level of performance can be 
based on one or more of user preferences, communication 
resource capacity and availability, and quantity of data 
10 to be transferred. 

Once the level of performance for data trans- 
fer has been determined , requesting computer system 24 
establishes temporary data connection, shown generally 
by 58, using at least one path 28 through communication 

15 system 20. Data connection 58 may or may not use the 
path established for initial control connection 56. In 
a preferred embodiment, the at least one path 28 is 
t- Viv-oiirrh mor'eT n ^ 3 "H rArnippf' mmmiter svstem 24, a 
plurality of telecommunication lines 32, and modems in 

20 responding computer system 26. The use of connection 
oriented lines provides a predictable data trans fer 
rate. If supported, additional data connections 58 may 
be added to obtain the desired data rate. Once at least 
one data connection 58 is established, data transfer may 

25 begin. 

In a preferred embodiment, control logic 52 
can function as a medium manager, managing connection 
resources to communication system 20. Connections may 
include standard telephone (POTS) , ISDN, ADSL, and the 
30 like. Control logic 52 could dynamically allocate 
connection paths between different concurrent data 
transfers for one application 46, between more than one 
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application 46, and between at least one application 46 
and additional operations such as telephone calls, fax 
transfers, video conferencing, and the like. Control 
logic 52 will incorporate rules to determine connection 
5 resource allocation based upon information supplied by 
one or more of the users, application 46, and negotia- 
tion between requesting computer system 24 and respond- 
ing computer system 26. Allocation may be based on one 
or more of a variety of factors including number of 
10 communication paths, types of communication paths, cost 
of using communication paths, usage of communication 
paths, demand for communication paths, user preferences 
data set size, user class, user load, host type, time of 
day, date, and the like. 

15 Control logic 52 may also function as a 

control manager, managing control connection 56 and its 
interaction with data connection 58 . Several types of 
control connections are allowed in the present inven- 
Ho^. Tn the first tvne, control connection 56 is 

20 maintained throughout data transfer. In the second 
type, control connection 56 is dropped or redirected 
after data transfer is initiated and is not reestab- 
lished with regards to this data transfer. This allows 
requesting computer system 24 to use control connection 

25 56 to establish another data transfer concurrent with 
ongoing transfers. In the third type, control connec- 
tion 56 is dropped or redirected after data transfer is 
initiated and is reestablished when data transfer is 
completed. This allows requesting computer system 24 to 

30 verify data transfer and to request additional data from 
the same responding computer system 26. Additionally, 
control connection 56 may be initiated using a first 
medium and then may switch to or be reestablished on a 
second medium. For example, control connection 56 may 
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be established through the internet 30 then, once data 
connection 58 has been established over dial-up lines 
32, may be switched to dial up connection 58 or an 
additional dial-up line as indicated by 60, Terminating 
5 control could have the format indicating data transfer 
completion status as is used in the file transfer 
protocol (FTP) or could establish a private browser to 
web server connection for further downloads from re- 
sponding computer system 26. 

10 In a preferred embodiment, requesting computer 

system 24 and responding computer system 26 can estab- 
lish a fault tolerant transmission delivery rate. The 
techniques that may be used to implement a fault toler- 
ant transmission include data mirroring and parity 

15 checking used either over the entire data stream or over 
data transferred along each data connection 58 and, for 
packetized data, automatic retry for missing packets. 
Error recovery and data reconstruction may take place in 

20 In a preferred embodiment, communication 

system 20 further includes broker systems and library 
systems. Broker systems, one of which is indicated by 
62, respond to requests from requesting computer system 
24, but may not have the requested data. Library sys- 

2 5 terns, one of which is shown by 64, have requested data 

but may not be able to transfer the data directly to 
requesting system 24 using the present invention. 

In one embodiment, requesting computer system 
24 seeks to connect with library system 64 . Library 

3 0 system 64 is not capable of practicing the present 

invention. Requesting computer system 24 establishes 
control connection 56 with broker system 62, which is 
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capable of practicing the present invention and has a 
high-speed connection with library system 64. The high 
speed connection may result because broker system 62 and 
library system 64 share ISP 66, because library system 
5 64 is part of ISP 66, or from other configurations. 
Broker system 62 then functions as responding computer 
system 26, passing data to or from library system 64 
from or to requesting computer system 24 . It should be 
noted that library system 64 may be incapable of prac- 
10 ticing the present invention for several reasons, 
including that the technology does not exist on library 
system 64, the technology is not operative on library 
system 64, or that data paths in library system 64 
accessible by requesting computer system 24 are in use. 

15 Referring now to FIG. 2, a block diagram 

illustrating operations for service and data brokering 
according to an embodiment of the present invention is 
shown. Responding computer system 26 may have the 

-V^'I^t- f- 0 fyy}^ 1 t Wr^?" nvot-fiw £A rAnfp -i -n i "prr data 

20 requested by requesting computer system 24 if responding 
computer system 26 does not have the data. This ability 
is known as data brokering. Also, responding computer 
system 26 may have the ability to find service broker 
system 62 capable of providing connection services 

25 according to the present invention requested by request- 
ing computer system 24 if responding computer system 26 
is not capable of performing the services. This ability 
is known as service brokering. Brokering may be auto- 
matically implemented by responding computer system 26 

30 without the knowledge of requesting computer system 24 
or may be requested directly by requesting computer 
system 24 . 
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Requesting computer system 24 desires particu- 
lar data. Requesting computer system 24 may also desire 
that the data be delivered using particular media at a 
predictable and specified level of performance. This is 
5 expressed as request 80. Initially, this request may be 
placed with responding computer system 26, as shown by 
82. If responding computer system 26 answers request 80 
by indicating that no access to the data is possible, 
requesting computer 26 must seek an alternative respond- 
10 ing computer system 26. 

If responding computer system 26 answers 
request 80 by indicating that the data can be accessed 
and capability to provide the service is available, as 
shown in block 84, four cases exist. In the first case, 
15 responding computer system 26 has the data and is 
capable of providing the service- In this case, re- 
sponding computer system 26 delivers the data to re- 
questing computer system 24 directly, as indicated by 
block 86. 

20 In the second case, responding computer system 

26 has the requested data but cannot supply the connec- 
tion service. This latter event may occur if responding 
computer system 26 cannot implement the present inven- 
tion/ does not possess the necessary resources, has too 

25 few resources free, or the like. In this situation, 
responding computer system 26 automatically contacts 
broker system 62. If broker system 62 responds that it 
is not capable, responding computer system 26 contacts 
another broker system 62. Broker system 62 indicating 

30 the capability to provide the service, as shown by block 
88, may actually provide the service, as shown by block 
90, or may acquire the service from an additional broker 
system 62, as shown by block 92. The data is then sent 
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from responding computer system 26 to capable broker 
system 62 which forwards the data to requesting computer 
system 24 . 

In the third case, responding computer system 
5 26 can supply the connection service but does not have 
the requested data. In this situation, responding 
computer system 2 6 automatically contacts a selected 
library system 64. Library system 64 can determine if 
the requested data is held within. If library system 64 

10 responds that it does not have the data within / respond- 
ing computer system 26 contacts another library system 
64. Library system 64 indicating the capability to 
provide the data, as shown in block 94, may have the 
data within, as shown by block 96, or may access the 

15 data from an additional selected library, as shown by 
block 98 ♦ Library system 64 with the data may send the 
data directly to requesting computer system 24 if it is 
capable of providing the connection service or may 
fnrwpr^ the dat? to rewo^d^r^ comnuter system 26 for 

20 delivery to requesting computer system 24. 

In the fourth case, responding computer system 
26 neither has the data nor is capable of providing the 
service. In this case, responding computer system 26 
automatically contacts library system 64, which may 

25 contact another library system 64 until the data is 
found, and directs that site to send the data directly 
to requesting computer system 24 if library system 64 
with the data is capable of providing the service. 
Otherwise, responding computer system 26 finds capable 

30 broker 64, which may be using the service of another 
broker 64, to send the data to requesting computer 
system 24 . Capable broker 64 may receive the data 
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directly from library 62 with the data or the data may 
be relayed through responding computer system 26 . 

Brokering, either data or service, can have 
any number of levels. Broker 64 or library 62 at any 
5 request level n may indicate to a requestor at level n-1 

that it is capable of providing the requested service or 
has the requested data when it is actually using the 
services or obtaining the data from a system at level 
23+1. These actions may be transparent to requesting 

10 computer system 24, appearing as if data and services 
come directly from responding computer system 26. 

If responding computer system 26 answers 
request 80 by indicating that the data can be accessed 
but capability to provide the service is not available, 
15 as shown in block 100, two cases exist. In the first 
case, responding computer system 26 does not have the 
requested data and responding computer system 26 con- 

second case, responding computer system 26 has the 
20 requested data. In either case, responding computer 
system 26 is not directly or indirectly capable of 
providing the requested service. Requesting computer 
system 24 must then contact broker system 62 directly, 
as indicated by block 102. 

25 Requesting computer system 24 may contact 

broker system 62 as indicated by 104. As described 
above, if broker system 62 responds as capable, it may 
either provide the service 90 or solicit another broker 
system 62 to provide the service 92. 

30 Referring now to FIGS. 3 through 5, flow 

diagrams of various control connection types according 
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to the present invention are shown. As will be appreci- 
ated by one of ordinary skill in the art, the operations 
illustrated in the flow diagrams are not necessarily 
sequential operations. Similarly, operations may be 
5 controlled by software, hardware, or a combination of 
both. The present invention transcends any particular 
implementation and the embodiment is shown in a sequen- 
tial flow chart form for ease of illustration. 

Referring now to FIG. 3, a flow diagram of an 
10 embodiment of the present invention is shown* The flow 
diagram describes a method of communication for use by 
requesting computer system 24 . 

An initial control connection is established 
in block 120. Initial control connection 56 verifies 
15 that responding computer system 26 is active and pro- 
vides a connection for checking the capabilities of 
responding computer 26. In a preferred embodiment, 
th wed to p- e t??blisb initial control 
connection 56 is one from a set including dial up to the 
20 internet, dedicated connection to the internet, and 
direct dial to a known responding computer system - 

In a preferred embodiment, the capability of 
the responder is checked in block 122. If responding 
computer system 26 is not capable of performing the 

25 present invention, an alternate communication method may 
be used as in block 124. Alternatives include practic- 
ing a previously known method of communication or going 
through broker system 62 as is described with regards to 
FIGS. 1 and 2 above. If responding computer system 26 

3 0 is capable, negotiating control connection 56 is estab- 
lished. 
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Negotiating control connection is established 
in block 126. Requesting computer system 24 can negoti- 
ate with responding computer system 26 over control 
connection 56 to negotiate the terms of data transfer. 
5 Negotiating control connection 56 may be a continuation 
of initial control connection 56 or may utilize a 
different path 28. In a preferred embodiment, negotiat- 
ing control connection 56 is based on user preferences. 

The characteristics of data transfer are 
10 negotiated in block 128. Negotiations can be used to 
determine the type of control connection, the type and 
number of data paths, data transfer performance levels, 
and security measures. The use of control connection 56 
is further described with regards to FIGS „ 1 and 2 
15 above. Data transfer characteristics can be based on 
one or more of user preferences, communication resource 
capacity and availability, and the quantity of data to 
be transferred. 

Data connection is established in block 130. 

20 At the appropriate time, requesting computer system 24 
establishes a temporary data connection 58 using at 
least one path 28 through communication system 2 0 to 
responding computer system 26. Additional description 
of data connection 58 is described with regards to FIG. 

25 1 above. 

Data is transferred in block 132. Data may be 
received by requesting computer system 24, sent by 
requesting computer system 24, or both as part of the 
data transfer operation. 

30 In a preferred embodiment, communication paths 

used for data transfer and negotiating control connec- 
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tions may be dynamically allocated during data transfer 
based upon at least one parameter from a set of parame- 
ters comprising number of paths, types of paths , cost of 
using paths, usage of paths, demand for paths, and user 
5 preferences. For example, if requesting computer system 
24 is currently using all available modems for a first 
data transfer and the user initiates a request for a 
second data transfer, some of the modems may be released 
from the first data transfer to service the second data 
10 transfer in parallel with the first data transfer. The 
dynamic allocation of communication resources may 
require further negotiation between requesting computer 
system 24 and responding computer system 26. 

A check for data transmission problems is made 
15 in block 134, If problems were encountered, data 
transfer characteristics are renegotiated. 

Data connection is broken in block 136. Once 
pii dxtp transfer is? complete, communication paths 28 
used to form data connection 58 are released. 

20 Control connection is broken in block 138. 

Closing control connection 56 terminates the communica- 
tion process. 

Referring now to FIG. 4, a flow diagram of an 
alternative embodiment of the present invention showing 

25 a second control connection type is shown. The method 
shown in FIG. 4 is similar to the method of FIG. 3 
except that negotiating control connection 56 is broken 
after data connection 58 is established as in block 150. 
This allows negotiating control connection 56 to be used 

30 to begin additional communication processes according to 
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the present invention. Hence, several simultaneous data 
transfers are supported. 

Furthermore, this embodiment allows for 
separate initial control and negotiating connections 56. 
5 If a separate negotiating control connection 56 is 
determined in block 126, the initial control connection 
can be redirected to another responder computer system 
26 as in block 152. 

Referring now to FIG. 5, a flow diagram of an 
10 alternative embodiment of the present invention showing 
a third control connection type is shown. The method 
shown is FIG. 5 is similar to the method of FIG. 4 
except that negotiating control connection 56 is rees- 
tablished once data transfer is complete as in block 
15 160. This allows control connection 56 to be used for 
establishing additional data connections 58 during data 
transfer and allows control connection 56 to be used in 
Hfif'ArmiPinrT if pdd.i t i ov^l. rMi - ^ transfer? over existing 
data connection 58 will occur as in block 162 before 
20 breaking existing data connection 58. 

In a preferred embodiment, the present inven- 
tion is operative to perform each method described with 
regards to FIGS. 3 through 5. 

The methods described with regards to FIGS . 3 
25 through 5 above have been presented for requesting 
computer system 24 establishing data transfer with 
responding computer system 26. The methods also apply 
to requesting computer system 24 establishing data 
transfer with capable library system 64 or broker system 
30 62. The methods also apply to capable library system 64 
or broker system 62 establishing data transfer with 
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requesting computer system 24 as may occur when respond- 
ing computer system automatically solicits brokering 
from library system 64 or broker system 62 or both. 

While the best modes for carrying out the 
5 invention have been described in detail, other possibil- 
ities exist within the spirit and scope of the present 
invention. Those familiar with the art to which this 
invention relates will recognize various alternative 
designs and embodiments for practicing the invention as 
defined by the following claims. 
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What Is Claimed Is: 



1. A communication system comprising: 
a requesting computer system; 

a responding computer system; and 
a plurality of communication paths operable to 
5 establish a plurality of connections between the re- 
questing computer system and the responding computer 
system; 

wherein the requesting computer system is 
operable to 

10 (a) establish a temporary initial control connection 
with the responding computer system through a first 
communication path, 

(b) establish a temporary negotiating connection with 
the responding computer system through a second set 

15 comprising at least one communication path, 

(c) negotiate data transfer characteristics with the 
responding computer system using the temporary negotiat- 

(d) establish a temporary data connection with the 
20 responding computer system through a third set compris- 
ing at least one communication path based on the negoti- 
ated data transfer characteristics, the third set not 
including the first communication path. 

2. A communication system as in claim 1 
25 wherein the communication system includes a second 

responding computer system and wherein the plurality of 
communication paths is further operable to establish 
connections between requesting computer system and the 
responding computer system, the requesting computer 
3 0 system further operable to break the initial control 
connection with the first responding computer system once 
the negotiating control connection is established and to 
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establish a temporary initial control connection with the 
second responding computer system through a fourth 
communication path, thereby permitting access to the 
second responding computer system in parallel with 
5 completion of negotiating data transfer characteristics 
and establishing the temporary data connection. 

3 . A communication system as in claim 1 
wherein the at least one communication path is through a 
telecommunication network, wherein the responding comput- 

10 er system comprises a first plurality of modems connected 
to the telecommunication network, the responding computer 
system operative to disassemble a data stream into a 
plurality of data streams and to transmit at least two 
data streams concurrently through the telecommunication 

15 network, and wherein the requesting computer system 
comprises a second plurality of modems connected to the 
telecommunications network, the requesting computer 
system operative to receive at least two data streams 
rnnnu^vpnf iv pv^ tn T^^f^^^h^ f 5 rO ?. try of data 

20 streams into the data stream. 

4. A communication system as in claim 1 
wherein the first communication path is one from a set 
comprising dial up to the internet, dedicated connection 
to the internet, and direct dial to a known responding 

25 computer system. 

5. A communication system as in claim 1 
wherein the requesting computer system is further 
operable to determine if the responding computer system 
accepts the temporary initial control connection with the 

30 requesting computer system, accepts the negotiating 
control connection, negotiates data transfer characteris- 
tics, and accepts the temporary data connection. 
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6. A communication system as in claim 1 
wherein the requesting computer system is further 
operable to determine the negotiating control connection 
and to determine data transfer characteristics based on 

5 user preferences . 

7. A communication system as in claim 1 
wherein the negotiating control connection type is 
determined as one from a set comprising maintaining the 
negotiating control connection throughout data transfer, 

10 closing the negotiating control connection after data 
transfer begins and not reestablishing the negotiating 
control connection, and closing the negotiating control 
connection after data transfer begins and reestablishing 
negotiating control connection after data transfer is 

15 complete . 

8 . A communication system as in claim 1 
wherein the third set of at least one communication path 
comnrises a pluralitv of communication paths and wherein 
the requesting computer system further comprises a medium 

20 manager operable to dynamically allocate communication 
paths based on preset rules. 

9. A communication system as in claim 8 
wherein the plurality of communication paths comprise at 
least one data path over a first medium and at least one 

25 data path over a second medium. 

10. A communication system as in claim 8 
wherein the third set of communication paths are allo- 
cated based on at least one parameter from a set of 
parameters comprising number of communication paths, 

30 types of communication paths, cost of using communication 
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paths, usage of communication paths, demand for 
communication paths, and user preferences. 

11. A communication system as in claim 8 
wherein the medium manager is operable to negotiate with 

5 the responding computer system to determine allocation of 
communication paths . 

12 . A communication system as in claim 1 
further comprising a plurality of responding computer 
systems wherein the plurality of communication paths is 

10 further operable to establish connections between 
requesting computer system and each of plurality of 
responding computer systems and wherein the requesting 
computer system is further operable to have established 
a temporary data connection with at least two of the 

15 plurality of responding computer systems at the same 
time. 

13. A corwm? n 5 r 3 1 5 on pvf tern as in claim 1 
wherein the system further includes a second responding 
computer system, wherein the plurality of communication 

20 paths is further operable to establish connections 
between the first responding computer system and the 
second responding computer system, and wherein the first 
responding computer system is operable to serve as a 
second requesting computer system, thereby obtaining data 

25 from the second responding computer system and forwarding 
the data to the first requesting computer system* 

14 . A communication system as in claim 1 
wherein the requesting computer system is further 
operable to establish fault tolerant transmission through 

30 the temporary data connection. 



WO 00/01117 



PCT/US99/14586 



-27- 

15. A communication system as in claim 1 
wherein the responding computer system does not hold the 
data requested by the requesting computer system, the 
communication system further comprising at least one 
5 library system, the data requested by the requesting 
computer system being held within one of the at le t ast one 
library system, the plurality of communication paths 
further operable to establish at least one connection 
between the responding computer system and any library 
10 system and to establish at least one connection between 
any library system and any other library system, the re- 
sponding computer system operable to establish a connec- 
tion to a selected library system and to inquire if the 
requested data is held within. 

15 16. A communication system as in claim 15 

wherein each library system is operable to 

determine if the requested data is held within; 

and 

if th» dpf.p If held within, send the data using 
20 the established connection, 

else establish a connection to a selected 
library system and inquire if the requested data is held 
within. 

\ 

17. A method for temporary communication 
25 between a requesting computer system and a responding 
computer system operable to be connected to the request- 
ing computer system through a plurality of communication 
paths, the method comprising: 

establishing an initial control connection 
30 between the requesting computer system and the responding 
computer system through a first communication path; 

establishing a negotiating control connection 
between the requesting computer system and the responding 
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computer system through a second set of at least one 
communication path; 

negotiating data transfer characteristics 
between the requesting computer system and the responding 
5 computer system through the negotiating control connec- 
tion; 

establishing a temporary data connection 
between the requesting computer system and the responding 
computer system using a third set of at least one 
10 communication path, the selection of the at least one 
communication path based on the negotiated data transfer 
characteristics ; and 

transferring data between the responding 
computer system and the requesting computer system using 
15 the established temporary data connection. 

18 . A method for temporary communication as in 
claim 17 further comprising breaking the negotiating 
control connection after establishing the data connec- 

20 19. A method for temporary communication as in 

claim 18 further comprising reestablishing the negotiat- 
ing control connection after data has been transferred. 

20. A method for temporary communication as in 
claim 17 wherein negotiating data transfer character- 

25 istics comprises determining security measures to be used 
in establishing a temporary data connection and in 
transferring data. 

21. A method for temporary communication as in 
claim 17 further including dynamically allocating paths 

3 0 during data transfer based upon at least one parameter 
from a set of parameters comprising number of paths, 
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types of paths, cost of using paths, usage of paths, 
demand for paths, and user preferences. 

22. A communication system comprising: 
a requesting computer system requesting data to 
5 be transferred at a specified level of data transfer 
performance ; 

a responding computer system; 
at least one broker system; and 
a plurality of communication paths between the 
10 requesting computer system and the responding computer 
system, between the responding computer system and each 
of the at least one broker system, and between one of the 
at least one broker system and any other of the at least 
one broker system; 
15 wherein the requesting computer system is 

operable to automatically establish a first control 
connection with the requestor system through a first path 
and to transmit the specified level of data transfer 
r>^rf ormpnce throvrrh the first control connection; 
20 wherein the responding computer system is 

operable to determine if the responding computer system 
is capable to transfer the requested data at the speci- 
fied level of data transfer performance and, if the 
responding computer system is capable, to transfer the 
25 requested data to the requesting computer, otherwise to 
establish a second control connection with a selected 
broker system and to transfer the requested data to one 
of the at least on broker system; 

wherein each broker system is operable to 
30 determine if the broker system is capable to transfer the 
requested data at the specified level of data transfer 
performance and, if the broker system is capable, to 
transfer the requested data to the requesting computer 
system, otherwise to establish a broker- to- broker control 
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connection with a selected broker system and to transfer 
the requested data to the selected broker system; and 

wherein the responding computer system and any 
broker system capable of transferring data to the re- 
5 questing computer system is operable to 

(a) establish a temporary initial control connection 
with the requesting computer system through a third 
communication path if a control connection does not 
already exist, 

10 (b) establish a temporary negotiating connection with 
the requesting computer system through a fourth set 
comprising at least one communication path, 

(c) negotiate data transfer characteristics with the 
requesting computer system using the temporary negotiat- 

15 ing connection, and 

(d) establish a temporary data connection with the 
requesting computer system through a fifth set comprising 
at least one communication path based on the negotiated 
data transfer characteristics. 

20 23 . A communication system as in claim 22 

wherein the responding computer does not hold the data 
requested by the requesting computer system, the commu- 
nication system further comprising at least one library 
system, the data requested by the requesting computer 

25 system being held within one of the at least one library 
system, the plurality of communication paths further 
operable to establish at least one connection between the 
responding computer system and each library system and to 
establish at least one connection between one library 

30 system and any other library system, the responding 
computer system operable to establish a connection to a 
selected library system and inquire if the requested data 
is held within. 



WO 00/01117 



PCT/US99/14586 



-31- 



5 




library system and inquire if the requested data is held 
within* 



wherein the broker system is an internet service provid- 
er. 

26. A communication system comprising: 
a requesting computer system requesting data to 
15 be transferred at a specified level of data transfer 
performance ; 

a responding computer system in communication 
with the recaieptina compter svstem, the responding 
computer system operable to access the requested data and 
20 to indicate to the requesting computer system that the 
responding computer system is not capable of transferring 
the requested data at the specified level of data 
transfer performance ; 

a broker system in communication with the 
25 responding computer system, the broker system operative 
to obtain the requested data; and 

a plurality of communication paths between the 
requesting computer system and the broker system; 

wherein the requesting computer system is 
30 operable to 

(a) establish a temporary initial control connection 
with the broker system through a first communication 
path, 



10 



25. A communication system as in claim 22 
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(b) determine if the broker system is a capable broker 
system capable of transferring the requested data at the 
specified level of data transfer performance, 

(c) establish a temporary negotiating connection with 
5 the capable broker system through a second set comprising 

at least one communication path, 

(d) negotiate data transfer characteristics with the 
capable broker system using the temporary negotiating 
connection, and 

10 (e) establish a temporary data connection with the 
capable broker system through a third set comprising at 
least one communication path based on the negotiated data 
transfer characteristics. 



27. A communication system as in claim 26 
15 further comprising a plurality of broker systems, at 
least one of the plurality of broker systems being a 
capable broker system, wherein the plurality of communi- 
cation paths further includes at least one communication 
n^rb between each broker pvptem and at least one other 
20 broker system and a plurality of communication paths 
between the requesting computer system and the at least 
one capable broker system, each broker system operative 
to determine if the broker system is a capable broker 
system and, if not, to automatically forward the request 
25 for data to be transferred at a specified level of data 
transfer performance to another broker system. 
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